
THINK SECURITY FIRST!
PROTECTING YOUR FAMILY AND YOUR 
COMMUNITY FROM IDENTITY THEFT AND
CYBERCRIME
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CCCC 100 Cities in 100 Days is an exciting initiative of the non-profit 

Identity Theft Council to encourage Cities and communities 
across America to raise consumer awareness about concerns 
around identity theft, cybercrime, and data breaches.

Written by some of the country’s top security experts, Think 
Security First! provides lots of easy-to-use information on 
protecting against identity theft, malware, mobile threats and 
scams, as well as protecting yourself and your kids online, and 
even protecting a small business.

We hope you’ll always keep this free guide handy, refer to it 
often, and share it with everyone you know. The more you 
know about these risks, the better prepared you are to spot and 
avoid them.

And if you need more information, please visit us online at 
www.identitytheftcouncil.org.

Regards.

Neal O’Farrell
Executive Director
The Identity Theft Council

For more information or to learn how to get involved, visit:
www.identitytheftcouncil.org
or email us at info@identitytheftcouncil.org

WELCOME TO THINK
SECURITY FIRST!, THE
FREE SECURITY GUIDE
BROUGHT TO YOU BY
100 CITIES/100 DAYS
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T The Identity Theft Council is an award-winning 
non-profit that provides free support to victims of 
identity theft, free training for law enforcement, and 
community outreach and education. The Council 
was the first non-profit to win the prestigious SC 
Magazine Editor's Choice Award, joining previous 
recipients like the NSA and SANS Institute. 

The Identity Theft Council is founded on a simple 
premise – that every community, no matter how 
small, has resources that can be harnessed to 
combat identity theft: to help victims recover from the 
crime, to ease the burden on law enforcement, and 
to educate users about the many options they have 
to avoid the crime.

The Council was created by nationally renowned 
security expert Neal O’Farrell, and is supported by 
numerous local and national organizations 
including the National Council of Better Business 
Bureaus, the Identity Theft Assistance Center (ITAC), 
in Washington DC, the Elder Financial Protection 
Network, the Independent Community Bankers of 
America (ICBA), the Online Trust Alliance (OTA), the 
Identity Theft Resource Center and many others. 

The Council is based in Walnut Creek, California, 
America's first Cyber Secure City. For more 
information, please visit www.identitytheftcouncil.org

ABOUT THE IDENTITY
THEFT COUNCIL

ANTI-MALWARE

Supported by
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Identity theft is a huge problem 
affecting consumers across America. 
Last year, 13.1 million consumers 
suffered identity fraud and the problem 
continues to grow. Credit Sesame 
recognizes the importance of 
educating consumers about the 
dangers of identity theft and is proud 
to team up with the Identity Theft 
Council in the creation of the Think 
Security First! identity theft protection 
guide.

This guide offers tips and information 
about how to prevent the loss of 
personal information before it happens 
and tools that consumers can use to 
protect themselves. With major retailer 
data breaches at an all time high, it ś never been more important 
for Americans to take the necessary steps to prevent identity theft. 
Credit Sesame is committed to supporting the Identity Theft Council in 
spreading the message of prevention through education and is proud 
to offer this informative guide.

Message From Adrian Nazari,
CEO of Credit Sesame

Adrian Nazari, Founder & CEO, 
Credit Sesame, Inc.

http://www.creditsesame.com
http://www.creditsesame.com


PREVENTING IDENTITY THEFT
Identity theft is the #1 crime in America and the #1 consumer complaint to the Federal 
Trade Commission every year for the last 14 years. It also impacts businesses of all 
sizes.

PROTECTING AGAINST MALWARE
Malware is short for malicious software and a kind of catch-all for all the computer 
viruses, Trojans and spyware that are now the favorite tool for hackers around the 
world. Learn how to keep them out of your life.

PROTECTING YOUR MOBILE WORLD
As more consumers and businesses rely on phones and tablets to help run their 
personal and professional lives, hackers, identity thieves, and malware want access 
to all that. Learn how to block them.

PROTECTING YOUR HOME
Identity theft is the new burglary, because burglars realize that your personal 
information – from bank statements to Social Security Numbers - is of far more value 
than your electronics and jewelry. Learn how to burglar-proof your home.

STAYING SAFE ONLINE
A favorite trick for hackers is to hide their malware online and wait for you to stumble 
on it. It’s like the highwayman of old, and millions of unprotected websites are their 
favorite place to hide. Learn how to spot them.

KEEPING YOUR KIDS SAFE
The Internet is even more dangerous for your kids than it is for you, because they’re 
often far less aware of what a danger or scam looks like. But there are some tried and 
tested ways to help them avoid some of the dangers.

MANAGING ALL THOSE PASSWORDS
Passwords are the top target for hackers and identity thieves because they offer easy 
access to important stuff like bank accounts and email. There are some very simple 
ways to manage all those passwords, make them strong, and keep them safe.

TOP SCAMS TO WATCH OUT FOR
From charity scams to Nigerian 419 scams, there’s no end to the creative ideas 
scammers will come up with to part you from your money. Learn about the most 
common scams and how to spot them.

PROTECTING YOUR SMALL BUSINESS
It’s widely believed that small businesses are the biggest target for hackers, and also 
the least prepared for them. It’s important to understand the fundamentals if you want 
to protect your livelihood.

FREE SECURITY TOOLS THAT CAN PROTECT YOU
There are hundreds of great security programs and apps that can protect every corner of 
your world, and some of the best are absolutely free. Check out some of our free favorites.
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THINK
SECURITY
FIRST!

NEED FREE
IDENTITY
PROTECTION?

DID YOU
KNOW?
YOUR MEDICAL IDENTITY IS
WORTH 30 TIMES YOUR FINANCIAL
IDENTITY ON THE BLACK MARKET.

CREDIT SESAME PROVIDES FREE
BASIC IDENTITY PROTECTION
WITH NO CATCHES.

WWW.CREDITSESAME.COM

MONITOR YOUR CREDIT

CHECK YOUR STATEMENTS

GUARD YOUR MAIL

............................

............................

Identity theft is the fastest growing crime in America 
and the #1 consumer complaint every year for the 
last 14 years. And for very good reason.

Identity theft now claims an estimated 16 million 
new victims every year. That works out to more than 
1 million new victims every 30 days or one every 
three seconds.

And no one is immune. Identity theft claims victims 
as young as a few months old, and the elderly are 
especially vulnerable. And it might surprise you that 
it’s even possible to steal the identity of an entire 
business.

PREVENTING
IDENTITY THEFT

WHAT CAN THIEVES
DO WITH YOUR
IDENTITY?

OPEN NEW ACCOUNTS, LIKE CREDIT CARDS
AND UTILITIES.

COMMIT FRAUD USING YOUR EXISTING
CREDIT CARDS.

EMPTY YOUR BANK ACCOUNTS.

APPLY FOR TAX REFUNDS IN YOUR NAME.

USE YOUR IDENTITY TO HIDE THEIR
CRIMINAL PAST.

COMMIT SOCIAL SECURITY AND
EMPLOYMENT FRAUD

1



Monitor you credit reports constantly for any signs of suspicious activity. Or think 
about freezing your credit reports. It’s not a perfect solution but it will help prevent 
identity thieves from opening up new accounts. Free identity protection from Credit 
Sesame (www.creditsesame.com) is a great start.

Protect your computers and personal information, your phones and tablets, your 
accounts and passwords, your surfing, your banking and accounts, your social 
network etc. These can all be points of vulnerability that crooks will quickly exploit.

Protect your home. Too much personal information lying around your home could be 
an easy temptation to people you don't know. So hide it where burglars and others 
can’t easily find it. Also especially burglars. And make sure you shred any sensitive 
financial information before you dispose of it.

Guard your mail. Some thieves say that most of their crimes start with stolen mail, so 
make sure you don’t leave it in your mailbox for longer than you have to.

Mind what you and your kids say on Facebook and other social networks. Thieves 
are constantly checking out Facebook, Instagram, Twitter and other networks for 
personal information that might help them commit a fraud.

Lock down your computer. There are dozens of free security tools, from antivirus to 
safe surfing, that will help keep malicious software or malware from infecting your 
computer and stealing your information. Our section on computer security will help.

Use passwords properly. That means making them long, complicated and random; 
changing them regularly; guarding them closely; and not reusing them. Free 
password managers like Dashlane (www.dashlane.com) and LastPass 
(www.lastpass.com) are a great help in managing and remembering all those 
passwords.

Don’t forget your phones and tablets also, and especially if you access email, online 
baking, or other sensitive services. Free mobile security like Lookout 
(www.lookout.com) can help protect your mobile world.

SO WHAT CAN YOU DO TO
PROTECT YOURSELF FROM
IDENTITY THEFT?
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There are estimated to be more than 100 
million different types of computer malware, 
like viruses and Trojans, and every day 
another 100,000 or more are added. 
Every day they’re getting more sophisticated 
and harder to detect.

There's growing concern that infected or hijacked 
computers could also be used in terrorist attacks 
against a wide variety of targets.

PROTECTING
AGAINST
MALWARE

Once it's on your computer, malware can
carry out a variety of pre-programmed
and unsavory tasks like:

PILFER YOUR PERSONAL INFORMATION.

STEAL YOUR IDENTITY.

TRACK YOUR ONLINE ACTIVITY.

REDIRECT YOUR WEB SEARCHES.

DELIVER UNWANTED ADVERTISING.

HIJACK YOUR PC AND BROWSER.

USE YOUR COMPUTER TO ATTACK OTHER
COMPUTERS OR AS A HIDING PLACE FOR
STOLEN INFORMATION AND EVEN
PORNOGRAPHY.

TRICK YOU INTO PAYING FOR FAKE
SOFTWARE OR LOCK YOUR FILES AND
DEMAND A RANSOM FOR THEIR RELEASE.

FREE STUFF

DID YOU
KNOW?
AN ESTIMATED 9,000 INFECTED OR 
VULNERABLE WEBSITES ARE 
DISCOVERED EVERY SINGLE DAY

Malwarebytes offers free anti 
malware software that can be used 
on its own or in conjunction with 
other antivirus software. You can 
download it free at 
www.malwarebytes.com

THINK
SECURITY
FIRST!
ANTI-VIRUS PROTECTION GOES
EVERYWHERE

THINK BEFORE YOU CLICK

WATCH OUT FOR DRIVE-BY
DOWNLOADS

...........................

............................
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Preventing malware infections like viruses and Trojans 
requires a mixture of good security habits, smart 
security rules, and the right technologies.

HOW TO PROTECT YOURSELF
FROM MALWARE

Make sure you have good quality anti-virus and anti-spyware software 
installed on every computer you use. That's one of the few reliable protections 
you may have. Great brands like Malwarebytes have free versions and can be 
used in conjunction with other anti-virus software.

Don't download or share software from sources you don't completely trust. This 
includes screensavers, PC performance tools and utilities, video and music 
clips, mortgage calculators, games and other similar programs.

Be very discerning about the web sites you visit, and if you get any kind of a 
pop-up window, close it by hitting Alt+F4 instead of using the Close button. 
That can help spoil any attempt to covertly use the pop-up as a spyware install.

Always read the fine print in the terms of service before signing up for any 
online service or installing any software.

Make sure you have a good firewall installed that can block outbound traffic. 
Firewalls can prevent malware from dialing home with your passwords or other 
stolen information.

Keep up-to-date with system patching. Most types of malware can take 
advantage of unpatched vulnerabilities, especially in popular software that we 
use every day. So make sure you regularly check Microsoft and other web sites 
for the latest news and patches.

Regularly sweep your computer for viruses, spyware and other pests. A 
complete computer sweep once a week is ideal. 

4
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Seems like almost everyone has a phone or a 
tablet. Both are getting increasingly powerful 
and important, and help us to manage 
almost every aspect of our busy lives.

That’s why, like your PC, your mobile devices 
need protection too. The bad guys always 
follow the crowds and the same guys who 
target your PC with malware are also targeting 
your mobile devices - both Android and iOS - 
with similar and powerful threats. 

That's not to say digital threats are the 
only problem. Smartphone theft is the most 
prevalent threat affecting consumers today. 
The unfortunate reality is that 1 in 10 
smartphone owners in the U.S. have been 
victim to the growing problem. Some major 
cities have reported that until recent changes 
in technology, the theft of smartphones and 
tablets accounted for the majority of street 
robberies.

Auto-lock your phone. They’re small, we 
carry them everywhere, and unfortunately 
mobile phones are lost or stolen all too often. 
If your phone falls into the wrong hands, a 
password is the first line of defense for your 
personal data. To keep your information 
private, create a strong password for your 
phone and set your screen to auto-lock within 
five minutes.

Keep your apps and device software 
up to date. Hackers work diligently to 
discover new vulnerabilities in our apps or 
the software that operates our phones. 
Device manufacturers and app developers 
frequently update their software to fix newly 
exploited security gaps, but if you don’t 
download and install these updates your 
information is still at risk.

PROTECTING
YOUR MOBILE
WORLD

DID YOU
KNOW?
JUST BECAUSE AN APP IS AVAILABLE 
FOR DOWNLOAD ON GOOGLE PLAY 
DOESN’T MEAN IT’S SAFE OR FREE 
FROM MALWARE.

ACCORDING TO MCAFEE, BETWEEN 
20,000 AND 40,000 MOBILE USERS 
IN THE U.S. WERE INFECTED WITH 
MALWARE THAT CAN LOCK THEIR 
PHONES.

FREE STUFF
You can free protection for your 
phones and tablets from san 
francisco-based lookout. Visit 
www.lookout.com

...........................

............................

THINK
SECURITY
FIRST!
PAY ATTENTION TO YOUR
SURROUNDINGS WHEN USING A
PHONE OR TABLET IN PUBLIC.

JUST BECAUSE APPS ARE FREE
DOESN’T MAKE THEM RISK FREE.
CHECK THEIR PRIVACY STATEMENTS.

PROTECT YOUR PHONES AND
TABLETS FROM MALWARE JUST LIKE
YOU WOULD YOUR PC OR MAC.

With that in mind, here are 6 simple 
mobile security tips from the folks at 
Lookout:

1

2

5



Use discretion when downloading apps. One of the most exciting  things about getting a new 
smartphone is downloading all the great apps that are available. Unfortunately, even the most innocent-looking 
app can contain software designed to steal personal data, make fraudulent charges or even hijack your 
phone. Only download apps from sites you trust, check the apps’ rating and read reviews to make sure they’re 
widely used and respected before you download.

Stick to window-shopping on public WiFi. Public WiFi networks have become ubiquitous, but 
security for these networks is scarce. Be careful what you do on public WiFi networks as there may be others 
watching network traffic. In particular stay away from making purchases and banking transactions—any 
communication that conveys a password, account number or credit card number—unless you are certain that 
you are on a secure connection.

Protect your phone like you protect your PC. Most people already use software to shield their 
PC from viruses and spyware. With so much personal data on our phones and mobile malware on the rise, 
our mobile devices now need the same attention. Protect yourself and your private data from malware, 
spyware and malicious apps by downloading a security app like Lookout Mobile Security. It’ll be installed and 
working in less time than it took you to read this page!

Find your phone. Mobile security applications like Lookout go beyond just security. They can help you 
locate a lost or stolen phone, backup and recover everything that’s on it, and wipe it remotely so thieves don’t 
get your personal information.
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5
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MORE THAN 175,000 DIFFERENT TYPES OF 
MOBILE MALWARE WERE DISCOVERED IN THE 
FIRST HALF OF 2014. THE VAST MAJORITY, 97%, 
WERE TARGETED AT PHONES AND TABLETS 
USING THE ANDROID OPERATING SYSTEM. BUT 
THAT’S MAINLY BECAUSE ANDROID IS USED IN 
85% OF MOBILE DEVICES, AND NOT BECAUSE 
IPHONES OR IPADS ARE ANY SAFER.

THE NUMBER OF ATTACKS PER MONTH 
ON MOBILE DEVICES ROSE NEARLY 
TENFOLD, FROM 69,000 IN AUGUST 
2013 TO 644,000 IN MARCH 2014. 
57% OF ATTACKS WERE TROJANS 
DESIGNED TO SEND PREMIUM SMS 
MESSAGES, AND 60% OF MALWARE 
DETECTIONS WERE DESIGNED TO 
STEAL MONEY. ABOUT 500,000 USERS 
SAY THEY'VE EXPERIENCED SUCH 
MALWARE. (INTERPOL, OCTOBER 
2014).

6
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Identity theft has quickly become the crime of 
choice for burglars. It’s much easier for a thief to 
walk down the street with your Social Security 
number written on his hand than your brand new 
50" LCD TV tucked under his arm. 

Not only will your Social Security number fetch 
more than your TV, the thief can sell the 
information over and over again. And once your 
personal information is on the black market, it will 
be there forever, forcing you to fight the same 
battle month after month and perhaps even year 
after year.

Think like a thief: Do a security survey of your home 
from the perspective of an identity thief or burglar, focusing 
on the easiest ways into your home, the places a thief 
could enter your home without being seen, and where you 
keep personal information in your home.

Mind your mail: Mail is money to identity thieves. 
Some thieves do nothing all day except drive through 
neighborhoods following the local mail carriers so they can 
steal mail minutes after it’s been delivered. So take your 
mail in as soon as you can, and don’t ever leave it out to 
be collected. Put it in a Post Office mailbox, or better still, 
take it to the post office.

Create a set of house security rules: This is a 
simple checklist of things that you and any family 
members should be aware of and rules that should be 
followed. Those rules should include things like how mail 
is handled, internet and email use, how to deal with 
spam, how to recognize scams, how to manage financial 
paperwork etc.

PROTECTING
YOUR HOME

DID YOU
KNOW?
THE AVERAGE LOSS IN A
BURGLARY IS $2,200.

THERE’S AN ESTIMATED ONE 
BURGLARY EVERY FIFTEEN
SECONDS IN THE UNITED STATES.

I IN EVERY 4 PROPERTY CRIMES IS
A BURGLARY.

ONLY AROUND 10% OF BURGLARIES 
ARE EVER SOLVED OR SUSPECTS 
CAUGHT.

...........................

THINK
SECURITY
FIRST!
GUARD YOUR MAIL AND DON’T
LEAVE IT OUT ANY LONGER THAN
NEEDED.

IDENTITY THEFT IS THE NEW
BURGLARY, SO HIDE THE PERSONAL
INFORMATION IN YOUR HOME.

SHRED ANY SENSITIVE
INFORMATION YOU DON’T NEED.

So what can you do to protect 
yourself?

1

2
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Lock down your computer: Your computer will always be a target for hackers, spammers, and identity 
thieves so it's important that you devote the time and resources to make sure all computers in your home are as 
hack-proof as you can make them. Every computer should have the latest in anti-virus and anti-spyware 
software, and if you know where to look, it can cost you nothing. 

Just as important as having the right software, is making sure it's always up to date. Identity thieves and 
malware authors are always changing their tactics and codes, and up-to-date security software is the best way 
to stay ahead of them.

Protect your financial information: Whether thieves come into your home through the Internet or 
through a back window, chances are they're after the same thing – your personal financial information. 

So do your best to frustrate them. Hide your most sensitive financial information, and especially anything with 
your Social Security number, in a place that's almost impossible for a thief to find. If that data is on a computer, 
make sure it's protected with strong passwords and a good encryption program.

And don't leave financial information lying around the home in plain sight, especially things like bank and 
credit card statements, pre-paid credit card offers, tax returns, payslips, checkbooks and credit cards, and any 
other sensitive financial correspondence.

Create security zones: A typical security zone might be a place you do your bookkeeping, store your 
financial information or a home office. If you have a lot of sensitive information in these locations, then keep 
them off limits to as many people as possible.

Get physical with security: If burglary is a big risk in your neighborhood, think about creating layers 
of security defenses around your home to deter burglars. Good lighting, an alarm system (even a dummy one), 
surveillance cameras (yes, these can be dummy too), prickly bushes next to windows, and good door and 
window locks – all help to persuade an intruder from entering.

8
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It’s estimated that there are close to one billion 
websites, yet less than 5% of these websites 
are protected. That means there are now 
millions of websites and web pages that have 
been infected with malicious software, like 
Trojans, all just waiting for unwary users to 
stumble by and get infected. 

Often called "drive-by downloads," some of 
these loaded sites are deliberately created by 
criminals, but many are legitimate websites 
where lax security has been exploited to plant 
this malicious code. 

In addition to websites, more than a billion 
people around the world use social networks 
like Facebook, Instagram, Twitter, and 
Pinterest. Many of those users are hackers, 
identity thieves, scammers, and predators. 
When so many people post so much personal 
information about themselves on such a public 
forum, criminals know there has to be a way 
to make money from this.

Kids and teens are especially vulnerable on 
these sites because they are more likely to 
post or share personal information without the 
necessary caution.

Use up-to-date virus protection
It's not just important to have good antivirus 
software on every computer you use, but you 
also have to make sure it’s updated to cover 
the latest threats. Reports from various 
anti-virus firms have found that while 90% of 
consumers have anti-virus software installed, 
less than 40% keep their software updated.

Keep your computers patched
Many attacks on personal computers, 
especially those that use "drive-by" 
downloads, actively look for computers that 
don't have the latest software patches. Most 
software companies, like Microsoft, offer an 
easy way to automatically download the 
latest patches so you don't have to remember.

STAYING SAFE
ONLINE

DID YOU
KNOW?
ONE OF THE MOST POPULAR WAYS 
TO INFECT YOUR COMPUTER IS 
THROUGH A DRIVE-BY DOWNLOAD 
OR WATERING HOLE – A LEGITIMATE 
WEBSITE THAT HAS BEEN HIJACKED 
BY HACKERS AND LOADED WITH 
MALWARE THAT WILL INFECT 
VISITORS TO THAT WEBSITE.

YOU DON’T HAVE TO CLICK ON 
SOMETHING ON A WEBSITE TO BE 
INFECTED WITH MALWARE. SOME 
ATTACKS HIDE MALWARE IN FLASH 
BANNER ADS THAT WILL INFECT 
YOUR COMPUTER EVEN IF YOU 
DON’T CLICK ON THE AD.

SOCIAL NETWORKS ARE A TOP 
TARGET FOR HACKERS AND IDENTITY 
THIEVES – TO SPREAD MALWARE, 
STEAL PERSONAL INFORMATION 
ABOUT YOU AND YOUR FRIENDS, 
AND PROMOTE SCAMS.

...........................

THINK BEFORE YOU CLICK.
IF YOU REALLY DON’T NEED TO VISIT
A PARTICULAR WEBSITE OR OPEN A
SUSPICIOUS EMAIL, THEN RESIST
THE TEMPTATION.

THINK BEFORE YOU DOWNLOAD.
MALWARE CAN BE HIDDEN IN
ALMOST ANY TYPE OF FILE,
INCLUDING IMAGES OR PHOTOS.

THINK BEFORE YOU RESPOND.
THINK TWICE BEFORE PROVIDING
SENSITIVE INFORMATION LIKE A
PASSWORD OR ACCOUNT NUMBER
TO AN EMAIL OR PHONE CALLER.

USE ONE OF THE MANY WEBSITE
SECURITY TOOLS, LIKE MCAFEE
SITE ADVISOR, THAT OFTEN COME
FREE WITH YOUR ANTIVIRUS
SOFTWARE. THEY WILL HELP
IDENTIFY RISKY WEBSITES BEFORE
YOU CLICK ON THEM.

Your Best Defense?

1

2

THINK
SECURITY
FIRST!
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Be careful about sites you visit
One of your best defenses is simply to be careful about the web sites you visit. Stay 
away from unfamiliar sites, and if you stumble across one, don't let your curiosity 
overcome your caution. Just move on quickly.

Use just one credit card for online shopping
Using just one credit card for all your online shopping and payments greatly 
reduces the chance you'll fall victim to online identity theft, and can also reduce 
the number of times your credit cards will be stored in someone else's database. 
Don’t use a debit card to pay online, it can give crooks direct access to your bank 
account.

Be careful when typing in a URL
A common mistake is to type in the wrong web site address and end up on a 
bogus website that looks like the real thing. So just slow down and pay attention 
and you should avoid this pitfall.

Don't do banking from a laptop or Wi-Fi
Wi-Fi networks can make your computer vulnerable to nearby hackers and 
eavesdroppers, so avoid accessing your online bank and credit card accounts 
using a public Wi-Fi network.

Restrict access to your computer
The fewer people that have access to your computer, the less chance someone 
will inadvertently download something malicious to your computer. A simple 
screen login would be a good idea and most operating systems make this easy.

Keep spam out of your diet
Never respond to spam or click on any links in spam emails. Nothing good comes 
from spam, and even just responding to a spam email can increase your spam 
problem tenfold.

Don’t forget mobile security
Smartphones and tablets are now almost as big a target for hackers and malware 
as computers and laptops have been for years. There’s plenty of free software 
available, like Lookout, that will protect all your mobile devices.

10
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Carnegie Mellon’s CyLab found that more 
than 10% of those kids had someone else 
using their Social Security Number. That was 
51 times higher than adults in the study. 
Because few kids actually use or check their 
credit reports or apply for credit, the crime 
may go undiscovered until it's too late.

• Parents don't always think to protect their    
kids' Social Security numbers.

• Parents don't think to check if there are     
credit reports in their kids' names.

• Kids can be gullible and easily fooled.

• Kids can be careless with personal   
information online.

• The theft can go undetected for years -  
plenty of time for the thief to make a leisurely  
escape.

KEEPING YOUR
KIDS SAFE

DID YOU
KNOW?
CHILDREN AS YOUNG AS THREE 
MONTHS OLD HAVE FALLEN VICTIMS 
TO IDENTITY THEFT.

SOME TEENAGERS HAVE APPLIED 
FOR CREDIT FOR THE FIRST TIME 
ONLY TO FIND THEMSELVES
ALREADY HUNDREDS OF 
THOUSANDS OF DOLLARS IN DEBT 
BECAUSE OF IDENTITY THEFT.

THERE ARE FREE PHONE APPS THAT 
WILL NOT ONLY TELL YOU WHERE 
YOUR KIDS ARE AT ALL TIMES, BUT 
WILL ALERT YOU IF THEY TRAVEL 
BEYOND PRE-AGREED ZONES.

...........................

Kids are great targets for many 
reasons:

TALK TO YOUR KIDS, OFTEN, AND
TEACH THEM ABOUT THE DANGERS.
THEIR VIGILANCE IS KEY BUT IT HAS
TO START WITH YOU.

ENCOURAGE YOUR KIDS TO BE
CYBERCRIME SUPER HEROES, AND
REPORT BACK TO YOU ABOUT
ANY SUSPICIOUS BEHAVIOR,
REQUESTS, OR INCIDENTS.

USE THE MANY FREE SECURITY
TOOLS THAT WILL MONITOR AND
MANAGE WHAT YOUR KIDS DO
ONLINE, ON YOUR COMPUTERS,
AND ON THEIR PHONES.

THINK
SECURITY
FIRST!

11



So How Can You Protect Your Kids?

• Education is key. Talk to your kids, let them know the dangers, and give them  
a set of security rules to minimize their vulnerability.

• College-age kids should be warned about the dangers of leaving personal  
financial information around their dorm or on their computer.

• Watch where your kids go and what they do online so they're not duped into  
revealing personal information that can be used in an identity theft.

• Think about using parental control software or services to monitor and manage  
what your kids do online and on their phones. Free software and services like  
Life 360, Mama Bear, and Qustodio can help you monitor what  your kids are  
doing, who they’re connecting with and where they are.

• Check that your kids don't have credit reports. They shouldn’t have any, but 
if they  do and you’re not checking, years may pass before they discover the 
crime. 

• Make sure your kids' school is not using Social Security numbers as student IDs.  
Many schools still do.

• If your kids use social networks like Facebook, Twitter, or Pinterest, make sure  
you warn them of the risks of giving away too much sensitive, personal, or     
family information.

• Consider using one of the growing number of services that will constantly scan  
the internet for any use of your child’s Social Security Number (in loan   
applications, for example).

MALICIOUS TROJANS ARE EVERYWHERE - 
ON PHONES, COMPUTERS, TABLETS, 
SOCIAL MEDIA, EMAIL, AND WEBSITES.
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RD When you think about the thousands of 
security breaches that happen every year, 
exposing the personal records of millions of 
Americans and making millions of dollars for 
cyber thieves, it's easier to understand when 
you realize that for many computers around 
the world the only thing between a thief and 
the data they're after is a simple and often 
easy password.

Most users have many passwords, making it 
increasingly difficult to remember and protect 
passwords that are supposed to be long, 
complex, and changed regularly. 

Which is why so many users ignore good 
security advice, and which is also why so 
many identity thieves find it easy to steal 
passwords.

With more users logging on to online bank 
and credit card accounts, the risks become 
greater every day.

Not only do attackers exploit easy-to-guess 
passwords, they also exploit the way users 
fail to protect their passwords, such as: 

• Writing down passwords. 

• Writing passwords on Post It notes and  
sticking them under a mouse pad or to a  
monitor. 

• Hiding a password in a desk drawer. 

• Sharing passwords with friends, family,  
and co-workers.

• Never changing a password. 

MANAGING
ALL THOSE 
PASSWORDS

DID YOU
KNOW?
MORE THAN HALF OF USERS USE
THE SAME PASSWORD FOR ALL
THEIR IMPORTANT ACCOUNTS
AND WEBSITES.

THE MOST COMMON PASSWORD
 IN USE TODAY IS PASSWORD123.

YOUR EMAIL PASSWORD IS A TOP 
TARGET FOR HACKERS BECAUSE 
WITH CONTROL OF YOUR EMAIL 
THEY GET YEARS OF INFORMATION 
ABOUT YOU, YOUR FRIENDS, AND 
EVEN YOUR WORK.

...........................
The Most Common Bad
Password Habits

STOP TRYING TO REMEMBER ALL
THOSE PASSWORDS. USE A
PASSWORD MANAGER THAT WILL
MAKE LIFE EASIER, MORE SECURE,
AND MORE CONVENIENT.

IF YOU MUST MAKE UP YOUR
OWN PASSWORDS, THINK ABOUT
USING PASSPHRASES INSTEAD.

NEVER GIVE YOUR PASSWORD
TO A PHONE CALLER OR IN
RESPONSE TO AN EMAIL. THERE’S
NEVER A LEGITIMATE REASON FOR
SUCH A REQUEST.

CHANGE YOUR PASSWORDS
FREQUENTLY AND DON’T REUSE
THE SAME PASSWORD.

THINK
SECURITY
FIRST!
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• Using one password for everything. 

• Using home and personal passwords at work. 

• Storing passwords on tablets, laptops, and personal phones. 

• Giving out passwords over the phone. 

• Sending passwords by email

Simple Password Rules For Everyone

These are just some of the safe password rules agreed by most experts:

• Always create passwords from a random mix of letters, numbers, upper case,  
lower case, and symbols. 

• Make every password at least eight characters long, although ten characters  
are even better. 

• Don't be tempted to share your passwords with family, friends, or co-workers.

• If you're unable to remember long or complex passwords, create a password  
story or passphrase to help you remember (see below).

• Never use words or names for passwords, especially family and pet names,  
rock star and movie star names, nicknames, or any words that can be found in  
a dictionary.

• Never store any password on a computer, tablet, or phone unless you’re using  
a secure password manager.

• Never give your password to a phone caller. 

• Don’t re-use your passwords or use the same password for multiple sites or  
accounts.

• Change your password regularly, especially the important ones, at least every  
three months if you can. 

• If you think someone else has discovered your password, even a friend or  
co-worker, change it.

• Consider using a password manager, like Dashlane or LastPass, that can help  
you create and protect multiple passwords.

14



Forget Passwords. Think Passphrases!

If you have trouble remembering long or complex passwords, your options include 
using a passphrase or password story to help you remember, and using a 
password manager. 

"A passphrase is a short phrase that you will find easy to remember, but 
would be almost impossible for a hacker to predict."

Once you have such a phrase, you can then easily create a complex but 
memorable password simply by using the first character or letter in each word of 
the phrase.

For example, the phrase "I graduated from Ohio State in 1980" could create a 
password "IgfOSi1980" using all the first letters and numbers. 

The results are a ten-character password that contains upper case letters, lower 
case letters, numbers, and is easy for you to remember. It should be impossible for 
an intruder to guess.

And if you replace the first letter "I" and the "i" in "in" with the symbol "!" you create 
a password that's even harder to guess. Or simply add a space somewhere.  You 
can also write down the pass phrase in the knowledge that someone stumbling 
across it is unlikely to recognize it as a password.

15
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Every year millions of Americans lose 
hundreds of millions of dollars to scams, 
cons, and frauds – some so clever it's easy to 
understand why victims could fall for them, 
and some so obviously and even hilariously 
fraudulent it's hard to understand who in their 
right mind would even give them a second 
look.

The world is now awash with scams and 
frauds of all kinds, offline and online, whose 
sole purpose is the redistribution of wealth. 
Yours to the scammers.

And you don't have to be wealthy to be a 
target. In fact most scams don't target the 
wealthy because it's easier to commit a 
massive fraud involving millions of users and 
only small amounts of money. These frauds 
are often easier to hide from the victim and 
there's the belief that small losses won't attract 
the interest of law enforcement.

So why do scams work? Because the 
scammers are often clever, well funded and 
well organized, and simply smarter than their 
victims. And because busy victims don't slow 
down enough to read the warning signs.

TOP SCAMS
TO WATCH
OUT FOR

DID YOU
KNOW?
SOME GANGS HAVE MADE MORE 
THAN $100 MILLION FROM 
RANSOMWARE, A KIND OF 
MALWARE THAT LOCKS YOUR FILES 
AND DEMANDS A RANSOM FOR 
THEIR RELEASE.

AN ESTIMATED 150 MILLION 
PHISHING EMAILS ARE SENT EVERY 
DAY, AND 16 MILLION MAKE IT
PAST SECURITY (TRENDMICRO).

PHISHING EMAILS MAKE MORE 
THAN $5 BILLION A YEAR FOR 
CYBERCROOKS (MICROSOFT).

...........................

IT’S IMPORTANT TO BE CAUTIOUS,
AND EVEN OK TO BE PARANOID.
IF IT DOESN’T SOUND RIGHT,
EITHER DO SOME RESEARCH OR 
JUST IGNORE.

ALWAYS BE VIGILANT FOR PHISHING
EMAILS. SOME OF THEM CAN BE
VERY CONVINCING SO ALWAYS
BE ON GUARD.

IGNORE EMAILS AND PHONE CALLS
CLAIMING TO BE FROM THE IRS
AND MAKING DEMANDS OR
REQUESTS. THE IRS ALWAYS WRITES.

USE A CREDIT CARD INSTEAD OF A
DEBIT CARD. A DEBIT CARD COULD
ALLOW THIEVES TO COMPLETELY
DRAIN YOUR BANK ACCOUNT.

THINK
SECURITY
FIRST!
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Phishing Scams. This scam is probably the most common and therefore 
something to always be vigilant for. Phishing is the use of bogus emails, web sites, 
and even phone calls designed to trick users into believing the communication is 
from a bank, credit card company, or other legitimate organizations.

The goal is usually to trick the victim into either handing over a password or other 
sensitive information, or clicking on a link that will download or activate some 
malicious software.

Check Overpayment Scams. This scam is most often used in online 
auctions and works as follows: a potential buyer replies to your ad and offers to 
pay you by check. At the last minute they use some kind of excuse to offer to write 
the check for greater than the amount actually owed and ask that you mail them 
back the difference. Then of course their check bounces and you're out the entire 
amount.

Free Security Scans and Free Security Software. There are a growing 
number of scams that use offers of free anti-virus or anti-spyware software to 
force you into paying for something you don't need. 

In most cases once you download the "free software," you'll experience a deluge 
of pop-up ads that you'll have to pay to have removed. Or worse, the malicious 
software will encrypt your data so you don't have access to it, and demand a 
ransom to set it free.

Charity and Catastrophe Scams. These will typically appear around the 
Christmas holidays or major natural disasters like floods and hurricanes. They're 
usually begging emails or phone calls from fake charities looking for donations. 

Whenever there's a natural catastrophe, the event is often followed by spam 
emails claiming to contain links to graphic videos or photos of the event but 
instead contain links to malicious web sites or downloads.

Nigerian 419 Scams. You're probably one of the millions of internet users to 
receive one of those often comical pleas from Nigeria and other faraway 
countries offering you a share of the vast fortune of some recently deceased 
diplomat, government official, or businessman.
 
All you have to do is either pretend to be a long-lost relative or allow the sender 
to deposit their money into your bank account for a generous share or fee. Oh 
and you'll also have to pay some paltry "advance fees" like taxes, bribes, 
paperwork, or legal costs. 

This scam is commonly called the Nigerian 419 scam, named after the Nigerian 
penal code that covers this criminal activity that has turned many poor Nigerians 
into instant millionaires. In one recent prosecution, a Nigerian conman made 
more than $1.4 million in less than a year simply by spamming millions of users 
around the world with his crudely worded begging letters.

Common ScamsTo Watch Out For

1

2

3

4

5

SCAMS
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6

7

8

Lottery Scams. You get that surprise email telling you that your email address has 
been plucked randomly from some state or national lottery, and asks you to either 
provide identification information in order to process your winnings, or requests an 
upfront payment for taxes in order to send you your jackpot.

Work-At-Home Scams. These scams vary from high-priced kits to help you sell 
goods that no-one really wants, to offers to make $1,500 a week processing 
payments or accepting deliveries, part time, at home.

In the latter scam, the thieves will simply be using you and your home address to 
ship goods bought with stolen credit cards. Or they'll use your bank account to 
process payments for stolen goods or other illegal activities. Not the kind of work 
experience you want on your resume!

IRS Scams. These usually appear at tax time, either in the form of emails or phone 
calls, asking for personal information in order to release or speed up a tax 
repayment. 

But they can also come in the form of requests to verify your Social Security number 
because your last tax return was not received, or that a check sent to you was 
returned to the IRS.

And of course all these scams come with different labels, including stock scams, 
foreclosure assistance, credit repair, package forwarding, auctions, and political 
donations. They all use the same tactics and usually amount to the same thing. So 
unless you're absolutely certain you can trust the originator, steer clear. 
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Skimming And Skimmers

Skimming is probably one of the most dangerous scams you'll face, because it 
involves everyday transactions with people you trust and places you expect to be 
safe.

Skimming uses card swiping technology to make unauthorized copies of your credit 
or debit cards. The most common places they're used are in restaurants, stores, ATM 
machines and gas stations.

In restaurant skimming, a waiter uses a miniature hand-held credit card reader to 
make a quick copy of your credit card information when you're not looking. In store 
skimming, the debit or credit card reader at the checkout is simply replaced with a 
reader the thieves have control of. 

Thieves are also targeting ATM machines, covering the existing card reader with their 
own card swiper, and in some cases installing a miniature camera that will record the 
PIN you enter.

What To Do To Avoid Skimming

Skimming is one of those crimes that's very hard to avoid, but there are some 
precautions you can take:

• Use a credit card instead of a debit card. Your credit card offers greater protection  
and doesn’t link to your bank account like a debit card.

• Pay cash when you're in strange places. It can be inconvenient but paying cash is  
the easiest way to avoid identity theft.

• Be vigilant, especially in restaurants, stores, and gas stations. Always take a  
second look at any card reader and don't use your card if the reader looks unusual,  
out of place, or damaged.

• Check your credit card and bank statements regularly and carefully. Skimming  
often goes undetected because the thieves make numerous but small payments on  
your card in the hope of avoiding detection.

3

4

2

1
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If you've ever dreamed of having the global 
media focused on your business, camped on 
your doorstep, scrambling for an interview, 
and hanging on your every word, then you 
might want to be careful what you wish for.

Most small business owners like to be in the 
news, but when the global media descended 
on the owners of a small Hauppauge, New 
York software business on a November 
morning it was for all the wrong reasons. 

The federal authorities had just announced to 
the national media that the first big case of 
identity theft in American history had been 
traced to information stolen from that small 
business.

But as journalists and news reporters 
swamped the company with cameras and 
questions, the worst news was yet to come. 
More than 30,000 victims had their identity 
compromised as a result of personal credit 
information pilfered from the business and the 
FBI identified the mastermind behind the crime 
as one of the company's own 65 employees. 

The 34-year-old former employee was 
alleged to have used an old password to steal 
customer passwords and account data and 
then sold the information to street-corner 
criminals one account at a time.

PROTECTING
YOUR SMALL
BUSINESS

DID YOU
KNOW?
THE MAJORITY OF CYBER ATTACKS 
ARE TARGETED AT SMALL 
BUSINESSES.

THERE ARE NEARLY ONE BILLION 
WEBSITES GLOBALLY, THE MAJORITY 
ARE SMALL BUSINESS WEBSITES, 
AND LESS THAN 5% ARE PROTECTED.

THE AVERAGE COST OF A CYBER 
ATTACK AGAINST A BUSINESS
NOW EXCEEDS $2 MILLION.

...........................

IF YOU HAVE EMPLOYEES, THEY
CAN BE YOUR FIRST, BEST, AND
CHEAPEST LINE OF DEFENSE.
CONSTANT SECURITY VIGILANCE
IS A MUST.

THINK SECURITY INTO EVERY
SINGLE BUSINESS DECISION.
YOUR BOTTOM LINE, AND YOUR
CUSTOMERS, WILL THANK YOU
FOR IT.

GUARD YOUR WEBSITE.
UNPROTECTED WEBSITES ARE
INCREASINGLY USED TO SPREAD
MALWARE AND CAN TRIGGER
COSTLY DATA BREACHES.

THINK
SECURITY
FIRST!
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Losses at the time were estimated at more than $100 million but expected to 
increase significantly. There are as yet no estimates of the long-term damage to the 
company and its reputation.

The New York incident was a wake-up call for those business owners who believed 
that they had little to worry from the threat of cybercrime and identity theft. It also 
confirmed claims security experts have been making for a number of years – that 
the small business could be the biggest victim of cybercrime, and that the threats 
can come from anywhere. Even your own employees.

As a small business owner there are many things you can do to minimize the risk of 
facilitating an identity theft crime, and to minimize the loss if your security 
precautions fail. 

LEARN TO THINK SECURITY FIRST!
Recognize the risk and prioritize your protection. Given all the focus on cybercrime 
in the last few years it's easy to become complacent and fatigued every time a new 
story hits the headlines. But cybercrime is not going away any time soon, and 
identity theft is likely to become the single biggest threat to your small business. 

Business owners need to start developing and implementing a security strategy 
today to ensure that they're not tomorrow's headline. Key to good security is 
learning to Think Security First! so that security awareness is as second-nature as 
being polite to customers, and kicks in automatically into every business decision 
and action. 

HAVE A CLEAR SECURITY POLICY AND STRATEGY
Small business owners need to create a company-wide security policy that clearly 
states what the company security rules are, and the consequences for failing to 
obey them. This helps deter would-be thieves, alerts all employees to the need for 
security, and can offer some protection in case of any legal action. 

Your business also needs a clear security strategy for protecting the data that 
identity thieves are after. A basic security strategy should include setting access 
rules and controls, the use of security technologies, regular security testing and 
assessment, employee training, employee background checks, and incident 
response. 
CONDUCT REGULAR ASSESSMENTS
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Business owners need to familiarize themselves with what identity thieves and 
cyber crooks are after, and how they get to those targets. Even a simple risk 
assessment can highlight what security measures are in place, how well they're 
working, and what needs improvement.  Regular assessments are a simple but 
effective way to discover security vulnerabilities before someone else does. 

CONDUCT REGULAR TESTING
Even if you feel you have locked down key vulnerabilities, it's always helpful to test 
security to make sure your assumptions are correct. It's especially important to test 
employee awareness and vigilance - to make sure employees are not opening 
suspicious email attachments, not creating weak passwords, and not ignoring 
obvious warning signals.

CONTROL ACCESS AND KEEP LOGS
The fewer the number of employees who have access to sensitive files, the lower 
the risk of security abuse. So restrict access to sensitive files to those who need it 
by creating access lists that state clearly who has access to what files, and under 
what circumstances. 

For example, there are technologies today that can restrict what an employee can 
do with a computer record, prohibiting them from opening it or saving it to another 
drive, making a copy, printing it, or emailing it. 

Access logs are also a great deterrent, as well as powerful evidence if a crime is 
committed. When employees know that their access to certain files is being 
recorded, they may be less inclined to misuse that access. 

That's why it's important to keep logs of access to all sensitive files, make sure all 
employees know that the logs are in use, and make sure that employees cannot 
interfere with or circumvent those logs. It's also important to keep secure back-ups 
of all logs in case they need to be referred to months or even years later. 

TEACH EMPLOYEES ABOUT THE RISKS AND THEIR NEED TO BE VIGILANT
Your employees are your first line of defense against external and internal crimes. 
The more they know about security, about the signs of a crime, and of how to 
respond, the less vulnerable your business will be. Introduce regular security 
training sessions to teach employees about their role and to keep security fresh in 
their minds. 
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ENCOURAGE REPORTING BY FELLOW EMPLOYEES
The best sentries against a crime by an employee, are fellow employees. 
While many employees might be reluctant to think of themselves as spies, they 
must be made aware of the risk to their workplace and to their jobs from 
insider crimes, and how important it is to report suspicious behavior by fellow 
employees. 

To help ensure that employees take security seriously, it's always helpful to 
make a personal connection - that cybercrime costs money and threatens jobs. 
If an employee suspects a co-worker is engaging in risky or criminal behavior, 
he or she is more likely to report that worker if they believe that behavior may 
have an impact on their job security. 

FOCUS YOUR SECURITY ON ID THEFT TARGETS
ID thieves need very specific information in order to launch an effective ID 
theft. The most valuable information is a Social Security number - yours, your 
customers' and your employees'. Other target information includes credit and 
debit card data, bank accounts, as well as names, addresses, phone numbers, 
and email addresses. 

That's why it's so important to identify the type of information thieves target, 
and where you store it, so you can focus most of your security on it. 

These records should ideally be: 

• Stored on a secure computer that is not connected to the internet. 

• Kept in a room that is secure. 

• Protected by strong passwords. 

• Encrypted. 

• Available only to those who absolutely need access and who have been  
 approved. 

It's also important to keep accurate records of who accesses the information, 
when, and for what purpose. Printed records also need strong physical 
security, including theft-proof data safes (and don't hide the key in a nearby 
drawer.)
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USE ALL THE AVAILABLE TECHNOLOGIES
Properly configured firewalls, good website security, and malware prevention 
on every computer, including home computer, laptops and tablets, will help 
keep external hackers out. Encrypting sensitive files like credit card records 
can help protect them from insiders, or if thieves get past the firewalls. A good 
password management system can help ensure that poor passwords are not 
exploited.

BE VERY WARY OF BANKING TROJANS
Banking Trojans emerged a few years ago and have plundered millions of 
dollars from small business bank accounts. Trojans are a type of malware that 
often make it into a business because an unsuspecting employee clicked on an 
infected phishing email.

Most Trojans are smart enough to evade and even take control of your 
anti-virus software. Once on an infected computer the Trojan will wait until an 
employee logs into your bank accounts. The Trojan will then steal the login and 
password and begin emptying the account. And most small business accounts 
are not protected by zero liability.

DON'T IGNORE LEGAL AND COMPLIANCE ISSUES
The surge in data breaches in the last five years has resulted in a wave of 
federal and state regulations designed to force business of all size to better 
protect their data and their customers.

Compliance requirements like the Payment Card Industry Data Security 
Standard (PCI DSS) and the FACTA Red Flag rules may also apply to your 
business, even if it's a very small business.

Your Security Checklist

• Have a written cybersecurity plan.

• Regularly train employees in security awareness.

• Have a clear password policy that calls for strong
passwords changed often.

• Use multiple layers of security.

• If you accept credit or debit cards, make sure you’re PCI
compliant.

• Protect your website. It’s very easy to hide malware there.

• Review and update your security constantly.

• Teach employees how to spot and avoid phishing emails.
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If you’re serious about protecting yourself, your family, and even your business from 
identity theft and cybercrime, you need layers of security.

Antivirus alone won’t cut it, because there are too many threats and too varied. The 
good news is that there are dozens of great and free security products that will give 
you all those extra layers of protection. Most are very easy to install and use, and 
work seamlessly in the background. Most are also very small, don’t take up much 
memory, and only go to work when you need them.

So if you’re convinced about the whole security-in-layers thing, here’s just a selection 
of the great (and free) security we love, use, and trust.

• First things first – antivirus software. Antivirus, or AV software, is the most basic  
security you should have on every computer and even tablets and smartphones.     
However, they’re not foolproof, and there’s increasing concern that advanced   
malware has no problem slipping by AV software.

But you still need to use it. Most of the best AV software is free, including    
Malwarebytes, AVG, Avast, Avira, and many others. If you already have AV   
software installed, you should regularly use a program like Malwarebytes 
(www.malwarebytes.org) to check for any malware that might have slipped past.

Also, if you have a Mac, you still need AV protection. Sophos offers free AV   
software for Macs, as do most of the other AV companies.

• Worried about your email address and password being exposed in a data   
breach? The free Mask Me tool (www.abine.com/index.html) is a browser plugin 
that will automatically create fake email addresses and passwords for any site you 
need to register for. It does it automatically. You still receive emails and have access, 
there’s just nothing for the crooks to steal.

By the way, a browser plugin simply means the software is installed in your   
browser, like Firefox, Chrome, or IE, and only pops up when you need it.

• Need to manage your passwords? LastPass and Dashlane (www.dashlane.com) 
are great and free products that allow you to create highly secure passwords for 
thousands of different sites. They’re very slick, easy to use, and you can access them 
anywhere. You just need to remember and protect one master password. And they 
go far beyond just remembering your passwords. 

• Smartphone and tablet security? Yep, they’re vulnerable too. And not just to   
malware, but to theft, snooping, and just plain old “I lost it!” I’m a big fan of Lookout 
(www.lookout.com), a free security app for smartphones and tablets that will protect 
against malware and infected apps, find your phone if you lose it, wipe it, disable 
it, and back up everything that’s on it.

FREE SECURITY TOOLS
YOU CAN USE
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• Safe Surfing? It may surprise you that one of the most popular ways to infect your 
computers and life is to infect websites your visit. You visit the infected website, you 
get infected. It’s that simple (usually). Safe surfing tools like McAfee Site Advisor plug 
into your browser and verify the safety and security of a website you’re about to click 
on before you click on it.

• Keylogger Protection? Keyloggers are a type of malware that can bypass your 
antivirus software and steal (log) things like bank account passwords. Free tools like 
KeyScrambler and Trusteer can protect your keystrokes from snoops like these.

• Encryption? Encryption is by far the best way to ensure your privacy, security, and 
secrecy. Encryption locks your information so that others can’t snoop, and you can 
encrypt just about everything to military grade but without needing an army. Use free 
apps like Wickr (wickr.com) and Redphone (whispersystems.org) to encrypt and 
protect your phone conversations, emails, text messages, photos and videos. You 
can even trigger anything you send to completely disappear whenever you want. 
How’s that for comfort?

• Privacy? Let’s face it, everything you do online is being tracked. Where you surf 
and shop, what you search for, what you look at or download, and who you talk 
to. Free plugins like Cocoon (getcocoon.com) and Zenmate (zenmate.com) allow 
you to do everything you want to online but with near total secrecy and privacy. 

• Data backup? Failing to back up your data, on all your devices all the time, is not 
just risky, it can make some security risks worse. For example, the growing threat of 
ransomware can encrypt all your personal and business data and demand you pay 
a ransom to get it back. Even if you pay the ransom, chances are you still won’t get 
anything back. But if all your files are backed up offline, you might be able to 
recover them.

Bitcasa offers up to 5GB of free online backup and storage. If you’re using cloud 
services like Box, Dropbox, or Google Drive to store and share information, make 
sure it’s encrypted first using a free service like nCrypted Cloud.

• Child online safety? A free service like Custodio is a great way to manage and 
monitor what your kids are doing on their computer and online. A free app like 
Mama Bear (mamabearapp.com) will tell you where your kids are, when they go 
outside agreed zones, who they’re connecting with on social media and what 
they’re saying. And if they’re driving your car, Mama Bear (mamabearapp.com) will 
even alert you when they go above the speed limit. A free app called Life 360 
(www.life360.com) will also allow you to use your kids’ phones to know where they 
are, when they get to school, and when they’re home safe.
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Identity Theft Council and one of the most experienced personal security experts 
on the planet. Neal has been fighting cybercrime and identity theft around the 
world for more than 30 years. That ś before the invention of email, the internet, 
and yes, even Facebook.

Neal was a member of the Federal Communications Commission's 
Cybersecurity Roundtable, where he helped develop their online Cybersecurity 
Planning tool, and was the only security expert to be invited to advise the 
Congressionally-mandated Stock Act Panel in 2014.

He has advised governments, intelligence agencies, banks, Fortune 500 
companies, major retailers, and millions of small business owners and 
consumers. Today he leads the Identity Theft Council, an award-winning 
non-profit founded in the San Francisco bay area in 2010, to provide free 
support to victims of identity theft, free training for law enforcement, and to 
improve consumer awareness at a local, community level. The council currently 
works with hundreds of police departments, community groups, and victim 
support organizations around the country to raise awareness and support 
victims.

A passionate security educator, Neal has authored more than 150 articles on 
security and has appeared in numerous publications around the world including 
CNN Money, BusinessWeek, USA Today, SmartMoney, CNET, Information 
Week, the National Law Journal, Today.com, NBC, CBS, CNBC, Fox Business, 
and the South China Morning Post.

Neal is the Executive producer of In The Company of Thieves, a documentary 
that sits down with some of the country's most accomplished identity thieves and 
cybercrooks. If you´d like to contact Neal directly, you can email him at 
neal.ofarrell@identitytheftcouncil.org 

To contact the Council by mail, the address is:

The Identity Theft Council
1990 North California Boulevard
8th Floor
Walnut Creek, CA 94596
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